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AHHOTALUUA

Hactoawmn pokymeHT sasndeTtca PykoBoaocTBOM onepartopa nporpamMmmHoro
cpeactea aBTOMATU3MPOBAHHOrO paboyvero mecta agMuHucTpatopa 6e3onacHoCcTu
nHpopmauum (NC APM ABW).

PykoBoACTBO COOEPXUT Ha3HA4eHWe, YCNOBUA BbINOSIHEHUS NPOrpaMmbl,
onucaHue nocrnegoBaTenbHOCTU AENCTBUIA onepaTopa U cooblieHus onepartopy npu
3anycke, BbINOSIHEHWM OnepaLmi 1 3aBepLUeHUn paboTbl C NPOrpamMMONn.

PykoBoactBo npefHasHayeHO OOIDKHOCTHbIM — NULAM, OCYLLEeCTBAALWNM

n obecnevmBarLLM JKCnyaTauunto nporpamMmmeil.
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1. HASBHAYEHUE NMPOIrPAMMBI

1.1. NC APM ABW (nanee — nporpamma) npegHasHadeHo ons aBTomaTusaumm
NOBCEOHEBHOW [OEATENbHOCTU agMUHUCTPATOpoB 6Ge30nacHOCTM MHopMaunn npu
BbINONIHEHUN paboT Ha cepBepax M paboymx cTaHuMsX, QYHKLMOHMPYIOLWMX Mog
yrnpaerneHmem onepaumnoHHON cucTeMbl cneunanbHOro Ha3Ha4YeHus

«Astra Linux Special Edition».

1.2. NMporpamma obecneyvmBaeT peLleHne cnegyowmx OCHOBHbIX 3a4av:

- NoNy4eHne peecTtpa YCTPOUCTB U yrpasreHne JOCTYNOM K UX pecypcam;

- ynpaBrieHne JoCTynoM nonb3oBaTefien K CUCTEME;

- NpOBEeAEHME KOHTPONA LEeNOCTHOCTU Ha ynpaBnsieMbIX YCTPOMUCTBAX;

- 3anycK aHTUBMPYCHOW NPOBEPKN Ha ynpaBriieMbIX YCTPOMUCTBAX ;

- TeCTMpPOBaHWe CPeaCcTB 3alinTbl UHGOPMaUUKN Ha yNpaBnaeMblX YCTPOUCTBAX;
- pe3epBHOE KOoNnpoBaHue aaHHbIx ALD;

- hopmumpoBaHume xypHanos coobLieHnn cnctemol OSSEC.
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2. YCJIOBUE BbINOJIHEHUA NMPOrPAMMBI

2.1. YcnoBuem paboTbl nNporpaMmbl  ABNAETCS  HanMuMe  TEXHUYECKMX
(annapaTHbIX) cpeactB € napameTpamMuv,  yOOBNETBOPSOWMMU  CReayHLUMm
TpeboBaHUAM:

- paboyasi cTaHUMSA: NPOLECCOP C TAKTOBOW YacToTon He Hmke 2 [Tu, O3Y — He
MeHee 1 [GanT, o6bem cBobogHOro amckoBoro npoctpaHcTea Ha HXXM[ — He meHee
20 '6anT, MOHMTOP C pa3pelueHnem He meHee 1024x768;

- CepBepHasa YacTb: MpoLeccop C TakTOBOW YacToTon He Huxe 2 [Ty, O3Y — He
MeHee 2 [Gant, o6bem cBobogHoOro amckoBoro npoctpaHcTea Ha HXXM[ — He meHee
100 6anT;

- ANna npegcrtaBneHus pesynbtatoB paboTbl nporpamMbl B BUAE BbIXOAHbIX
OOKYMEHTOB B nevaTtHon oopMme HeobXoaNMMO Hanmune nevyaTaroLero yCTponmcTBea;

- TexHudeckume (annapaTHble) cpeacTBa OObLEAMHATCS B JOKasbHYHO
BbIYMCNUTENBHYIO CETb CO CKOPOCTbIO Nepenayn gaHHbix He meHee 100 MowuT/c.

2.2. MNporpammMa PYHKUMOHUPYET C UCMOMb30BaHMEM OMNepaunoHHOW CUCTEMBI
cneuynanbHoro HasHayveHust «Astra Linux Special Edition» (nanee no tekcty — OC CH,
ceptudukat cooreetctBnua ®PCTIK Poccum Ne 2557 ot 27 aHBapsa 2012 r.). Cocras
OMNnO pana wuspgenus OOMKEH COOTBETCTBOBATb MNEPEYHIo, MpeacTaBieHHOMY B
Tabnuue 1.

Tabnuua 1

CTpyKTYpHbI
KOMMOHEHT orno

OC CH

CepBepHas yacTb
WuTtepnpetatop PHP He Hnxe 5.4.2

OC CH

KnvenTckas YacTs Komnnekc nporpamm «Cneunannu3mpoBaHHbI reHepaTop

naponen» (PYCB.30563-01)

OC CH

CpeactBa 3awmThl . . _
MHopMaLmMK MNporpamma «Kaspersky Endpoint Security 8 ans Linux»

Mporpamma «AHTMBMPYC Kacnepckoro 8.0 ans Linux File Server»

MpumevaHue:

OC CH Astra Linux SE Bknto4aeT B cebs:
- 3aLlMLLEHHbIA MPOrpaMMHbIA KOMIEKC OpraHn3auun JOMeHa;
- 3awmweHHble WEB-cepsep 1 WEB-6pay3sep (Apache u Firefox).
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3. BbINMOJIHEHUE NMPOIrPAMMbI U COOBLLEHUA OMNEPATOPY

3.1. Obwume cBegeHun o pabore ¢ nporpammon
3.1.1. Bxoa nonb3oBaTtens B nporpamMmy

Bxog nonb3oBatens B nporpamMmy MNpoOUCXOAUT MOCrie MNOSNIOXUTENbHOro
pesynbTaTta npouecca ayTeHTUdukaumm nog y4eTHoiMn JaHHbIMU nonb3oBaTtend APM
ABW, ykaszaHHbIMK B npouecce yCTaHOBKM Nporpammbl, Ha opme, n3obpaxeHHON Ha
Puc. 1.

@' m Tpebyetca ayTeHTudrKkaums C]El m

whttp:ffsrv-astra-demo.crvas.rbt: 8151 sanpalwWeasT MMA NONL3IOEATENA M
naponk. CalT ropopMT: «Auth»

MMA Nonb3oEaTENA: | Iogin|

Maponk: | esssseee

‘CBOK %OTMEHa

Puc. 1
dopma peanuayeT nepBOHaAYanbHYKO MPOBEPKY BBOAUMbLIX AaHHbIX. [lpu
HEKOPPEKTHOM BBOAE MMEHW NONb30BaTENS UM Napone cuctema NOBTOPHO oTobpasnT
dopmy ayTeHTUdunKauuu.
Mocne Bxoga nonb3oBaTens B nporpammy oTobpaxaeTcs akpaHHas dopma

nporpaMmmbl C akTMBHOW BKragkon [Yetpoucta] (Puc. 2).

APM agmuHUcTpaTopa 6e3onacHocTW MHdopMaLum

VCTRONCTES MonE30BaTENM KLl AHTHEMPYT TECTMROEIHKE PesepEHOE KONWpoEaHKWE ALD HypHans!
‘ OBHOBMTE K3l YNPaENAEMEIX YCTROACTE ‘ Brifop thaiina co civckom cTMpaemoil 31 - 0bsop.. | ®@aén He ebiBpaH. CTupaHue 341
YcTpoiictea ALD EbICTpbIM Nok
Ne . Hara n spem
nn Wma yetpeiictea (IP), envcanne A0SABNGHUA B KL
1 abitest.ru (10.10.10.3 06-10-2016 13:1
YCTPOMCTED rOTOBD |
2 armd testry (1010102 06-10-2016 13:1
YCTPORCTED rOTOBD |
3 sryltestru (10.10.10.1 06-10-2016 13:1
YCTPORCTEO rOTOBD |
APM ABM BeporA 1.1
Puc. 2

I'Iepexop, mMexay pas3genamMmmn nporpamMmmbl  OCYLLECTBIIAETCA NyTeEM KITUKa

«MbILLbIO» MO COOTBETCTBYHOLLEN BKNAAKe MEHIO:
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- YcTponcTBa;
- Nonb3oBartenu;
- KL;
- AHTUBUPYC;
- TectTupoBaHue;
- PesepBHoe konupoBaHue ALD;

- KypHansi.

3.1.2. Paspgen [YcTpownucTBa]

Pasgen [YcTpoucTBal nporpammbl npeaHasHaveH Ans ynpaBreHus npaBamu
goctyna (OAUCKPEUMOHHbIMW UM MaHAaTHbIMU)  MHMOPMAUMOHHBIX PecypcoB Ha
ynpaBndemMblX YCTpOMWCTBaX, BXxoadwmx B JgomeH ALD, a Takke ayautom
MHPOPMALMOHHBIX PECYPCOB.

Ana Hayana paboTbl C ynpaBnsemMbiMM YCTPONCTBAMU HEOOXOANMO KIUKHYTb
no kHornke [OGHOBUTbL K3l ynpaBnsieMblX YCTPOUCTB]. B 3TOT MOMeEHT nporpamma
HaYyHeT OonpoC BCEX YCTPOWCTB, Bxoaswmx B gomeH ALD. KHonka [OGHOBUTb K3l
ynpaBnfieMbIX YCTPOMUCTB] Npu 3TOM CTaHET HEeaKTMBHOW, a PSaoOM C Hen MOsBUTCS

cooTBeTCTBYlOLEee coobuieHne (Puc. 3).

OGHOBWTE K3LU yNpaBnaeMblx YCTPOUCTB Mpouszscdumca oGHOBNEHUE K3LUa.
Puc. 3
O6HOoBMEHME KaLLa MOXET 3aHATb OT HECKONbKMUX CEKYHA 4O HECKOMBbKNX MUHYT.
lMocne 3aBepweHna onepauun BBepXy 93KpaHa OyaeT BbiBEAEHO BCMbiBatollee
NHOPMaLMNOHHOE coobLLeHMe, Kak NoKaszaHo Ha puc. 4 (MHpopMaUMOHHOEe coobLleHne
MOXeT ObITb 3aKpbITO MPU KNUKE MO HEMY WM MPU HaXaTuM Ha KHOMKY <ESc> Ha
Knasuartype).

K3l 0GHOBNEH. [0BaBneHo 3 yeTporcTEa. OWNGOK: 8.
MV agNIVITIVIC T Pa TUpPa USIUTTauv UL TV VITYW U R VAL vIv] I

oy

YCTpOACTBA Monb3oBaTenu KU AHTHBHMDYC TecTUPOBaHHE Pe3epBHOE KOMUPOBaHWe ALD JKypHansi

Puc. 4
B coobueHnn ykasbiBaeTcs, CKOMbKO YCTPOWCTB Obino aobaBneHo B KAl
nporpammbl («[Job6aBrneHo...») U ckonbko — He AobasneHo («Owmnbok...»). Ownbku
MOrYT BO3HWKHYTb BCNeaCTBUE TOro, YTO Kaknme-nnbo ycTpoMCTBa, BXOAsSLME B JOMEH

ALD, BO Bpemsi BbINOMHEHUs onepauuMnm OBHOBNEHUsI Kalla Oblny BblKoYeHbl. [pu
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BO3HWKHOBEHMM OLIMBOK Heobxoammo ybeamTbCs, Y4TO BCE YCTPOWCTBA BKITHOYEHbI U
PYHKLMOHUPYIOT B LUTATHOM peXnme, Nocrne Yero NnoBTOPUTbL OnepaLmio.

Mocne ycnewHoro gobaBneHnsa B KA YCTPOWCTBA CTAHOBATCS FOTOBbIMWU K
yrnpaBrieHnio u3 nporpammbl. B cnucke ycTponcTB npu 3TOM oTobOpakaeTcs pata
nobaBneHnsa yCTponcTBa B KLU, a CTPOKa C Ha3BaHWEM yCTpoucTBa u ero IP-agpecom —
cTaHoBuTCcs aktuBHou (Puc. 5).

1 armabi.example.com (192.168.1.10) 04-08-2015 00:56:08
APM AdmuHucmpamopa GesonacHocml YCTPOHCTBO rOTOBO K padc

ucmpamopa be3onacHocmu
Puc. 5
[nsa 6eICTPOro Nnomncka ycTponcTea No ero HasBaHuio, IP-agpecy unu onucaxuio,
cnegyeT Mcnosnb3oBaTb Norie ObICTPOro noucka, pacrosioXXeHHOe B BEPXHEM MpaBOM
yrny pasgena. dunbTpaumsi Cnnucka OCYLLECTBSIETCA aBTOMaTMYeCcKn no mepe BBOAA
TEKCTa B JaHHOE More.
[Mpun KNMKe No CTpOKe C Ha3BaHMEM YCTPOWCTBA U ero IP-agpecom OTKpbIBaeTcs

naHenb ¢ kHonkamu [AocTtyn Kk pecypcam] n [AyauT pecypcos] (Puc. 6).

1 armabiexample com (192.168.1.10) 04-08-2015 00:56:08

I AOMuHUcmpamopa besonacHocmu

[ Boctynkpecypcam | | Aymatpecypcoe |

Puc. 6

3.1.2.1. YnpaBneHue napameTpaMmum pgoctyna K WHQPOPMALMNOHHBLIM

pecypcam

Mpwn knuke no kHonke [[ocTyn K pecypcamM] B cnncke ynpaBnaeMblX YCTPONCTB
OTKpbIBAETCA  BCMSbIBAlOLLEE OKHO CO  CNUCKOM  annoB U OUPEKTOPUN

cooTBeTCcTBYloLero ycrponctaa (Puc. 7).
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MMpaea gocTyna K pecypcam armabi.example.com

initrd.img
initrd.img.old
lib

ib3

lib64

(%]

lost+found
media
mnt

opt
parsecfs
proc

Q00000 OPOOOOOODOOOO

> |

Puc. 7
MmeHa aupekTopumn SBNAOTCA CCblfikaMu, NPWU KIKKE Mo KOTOPbIM Ha 3KpaH
BbIBOOATCS CMUCKM (hanfioB 1 NOAOUPEKTOPUIA B COOTBETCTBYHOLLUNX ANPEKTOPUSAX.
HanpotnB nmeHun danna vnn gupekTopum B CNUCKe BbIBOOUTCHA KHOMKa [ G],
npu KAYKe Mo KOTOPOM OTKPbIBAETCA OKHO C MapamMeTpamMu pefakTUpoBaHUS
ONCKPELNOHHbBIX U MaHA4ATHbIX NpaBun pasrpaHUyYeHnsa OOCTyna K COOTBETCTBYOLLEMY

danny unm gupektopmm (MHGPOpPMaLMOHHOMY PeCypcy), Kak nokasaHo Ha Puc. 8.
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MpUMEHUTE PERYPCUID:

Mpaea Mpaea Mpaea
Brageney Fpynna nonk3oBaTens rpynnel oCTanbHbIX
root root WX r-x r-x
PenakTnpoBaTk AMCKPEUNOHHbIE NP1
Tun cy6BekTa ACL MR Mpaewno
Mons30BaTens sync WX ()
Macka — (0

YpoEeHE UenocTHoCTE KaTeropun ATpPHEYTEI

3 low Bce BO3MO#HBIE 0x1

Puc. 8

MogpobHO O OMCKPELMOHHOM WM MaHOATHOM pasrpaHuYeHun [OoCcTyna — CM.
pasgensl 3 n 4 gokymeHTa «PykoBogcteo no KC3. Hactb 1» PYCB.10015-01 97 01-1.

Mpn  pepakTMpoBaHMM  NpaB  AOCTyna  KNUKHUTE  No  4Yek-Bokcy
[MpumeHnTL pekypcuro], ecnn HeOOXOOMMO MPUMEHUTb U3MEHEHUSA HE TOMbKO AN
BblOpaHHOro MHOPMAaLMOHHOIO pecypca, HO U ANs BCeX MHPOPMaLMOHHbIX PECYPCOB,
coepXallnxcsa B HEM, PEKYPCUBHO.

[na BosBpaTa K CNUCKY WMH(OPMALMOHHLIX PECYpCOB KIWKHUTE MO KHOrMKe
[BepHyTbcSA K cnucKy hannoB n aupekropuni.

Onsa  3aKkpblTUS  OKHA  pedakTUpoBaHMS  napameTpoB  focTyna K
MHPOPMALMNOHHBLIM pecypcaM KIMKHUTE NO KPEeCTUKY B ero BEpPXHEM MpaBoM Yriy unm

HaXXMUTE KHOMKy <Esc> Ha knaBuaType.

3.1.2.2. YnpaBneHue napameTpamMmv ayauTta pecypcosB

Mpun knuke no kHonke [AyauT pecypcoB] B CnuUCKe ynpasndeMblX YCTPOUCTB
OTKpblBAeTCH BCMMblBalLEee OKHO CO CMUCKOM  MH(OPMALMOHHBIX pPecypcos,

nocTaBneHHbIX Ha ayauT Ha COOTBETCTBYIOLEM ycTponcTee (Puc. 9).
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AypuT pecypcoB armabi.example.com

Ivar

lopt

000

/home

| OoGaeuTe aitn unn anpekTopuio |

Puc. 9
HanpotnB umMeHn WHOPMALMOHHOrO pecypca B CMUCKE BbIBOAUTCS KHOrMKa
[G ], Npu KNMKe MO KOTOPOM OTKPbIBAETCS OKHO C MapamMeTpamu peaakTUpoBaHUS
napameTpoB ayamta Afie COOTBETCTBYHOLWEro  MH(OPMaAUMOHHOIO  pecypca
(Puc. 10).

Ivar

MPUMEHUTE PEKYPCHID:

THn cy6BeKTa ayanTa ms Npaeuno
Bre — uu ®

Puc. 10
MogpobHo 06 ayanTe MHGOPMaLMOHHBIX pecypcoB — cM. pa3gen 10 gokymeHTa
«PykosoacTteo no KC3. Yactb 1» PYCB.10015-01 97 01-1.
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Mpn pepakTMpoBaHUM nNapaMeTpoB ayauTa  KIAUKHUTE MO Yek-6okcy
[MpumeHnTL pekypcuro], ecnn HeoBXo4MMO MPUMEHUTb U3MEHEHUSA HE TOMbKO AN
BbIOpaHHOro MHOPMAaLMOHHOIO pecypca, HO 1 Ans BCeX MHPOPMaLMOHHbLIX PECYPCOB,
coepxallnxcst B HeM, PeKYPCUBHO.
[ns Bo3Bparta K CnMcKy MHOOPMaLMOHHbBIX PECYPCOB, NOCTABMEHHbIX HA ayauT,
KNUKHUTE No KHorke [BepHYTbCA K CNUCKY pecypcoB].
[na 3akpbITMa OKHa pedakTUPOBAHWA MapameTpoB ayamtTa MH(POPMAaLMOHHbIX
pPecypcoB KIUKHUTE MO KPECTUKY B €ro BEPXHEM NPaBOM Yriy WU HaXMUTE KHOMKY

<Esc> Ha knaBuarype.
3.1.2.3 YnpaBneHue cTMpaHuem 3awumiwaeMmon nHcpopmaumum

Mpu knuke Ha kHonky [O630p...] (Puc. 2) oTKpbiBaeTCa AnanoroBoe OKHO AnNs
BblOOpa TEeKCTOBOro chavna co cueHapueMm, coepxawum agpeca MawuH U Nyt o
dannos ¢ 3awmwaemon uHdopmaumen. dopmaTt danna BbIMMSAUT Cnegyowmnm
obpasowm:

# {ampec}:{nyTp mo dania niIM OUPEKTOPWM }

10.10.10.1:/var/user/some_CI

10.10.10.2:/home/user/some_CI

# uT.o.

Mpn knuke Ha kHonky [CTupanme 3U] (Puc. 2) npoucxoauT yganeHue BcCeX

yKa3aHHbIX panos.

3.1.3. Paspen [[Monb3oBatenu]
Pasgen [Monb3oBatenu] nporpaMmmbl NpeAHasHadeH Anst GroKMpPOBKM
N pa3bnoKMpOBKN TEKYyLLUMX MNONb30BaTENbCKUX CecCuin B pamkax agomeHa ALD.

BHewHun Bug pasgena npmeeeH Ha Puc. 11.

APM agmuHUcTpatopa BesonacHoOCTU MHdopMaLlun

w KL AHTHBMPYC TECTMPOBAHME Pe3epeHOE KONHpOBaHKE ALD AypHans!

| P&3BN0KMOEaTE BCEX NONL30BATENENA | | MAOCKOTH CNUCKa Naponek

Monb3oBaTenn ALD BEICTPEIA NoMC

Neg

nin MonHoe UMA NoNk3eBaTena TNervd nonescesarena viD o2}

1 usert usert 2601 Ak

2 user? userz 2402 A

APM AB BRpCHA 11

Puc. 11
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[ns 6bICTporo noucka nonb3oBaTtend no NosIHOMY WUMeEHW, noruHy unm UID,
cnegyeT ucnonb3oBaTb Mosfe ObICTPOro NOUCKa, PacnosioXeHHOe B BEPXHEM MNPaBOM
yrny pasgena. ®dunbTpauma cnmcka oCyLLecTBNSeTCa aBToOMaTU4eckn no Mepe BBoda
TEeKCTa B JjaHHOe rnore.
[MonHoe MMmA nonb3oBaTens B CMCKe Nofib3oBaTtesien — akTuBHO. [pu knunke no
Hemy OTKpbIBaeTCH naHenb C KHOMNKamu [CMmeHuTb Naponb] n
[3abnokupoBaTtb)/[Pa3bnokupoBatb] — B 3aBUCMMOCTM OT TeKyllero craTyca
cooTBeTCTBYylOLero nons3osarens (Puc. 12).

2 userd: user2 2802

CMEHHTE NapoML JafnoKMpoEaTE

Puc. 12
Mpu knuke no kHonke [3abnoknpoBaTtb] Ha 3KpaH BbIBOAUTCS BCNbiBaoLLEe
AnanoroBoe OKHO, B KOTopom Tpebyetca noaTBepantb Aenctsme. B cnyyvae
NOATBEPXOEHNS CTaTyC COOTBETCTBYHOLLEro Mofb3oBaTeNns B CNWCKE MeEHAeTCcA Ha
[3abnoknpoBaH]; npn aToM TekyLlaa ceccusa nonb3oBaTtens Ha APM npepbiBaeTcs, Ha
9KkpaH BbiBoauTCcHa 9kpaH npuseTctBus OC CH «Astra Linux Special Edition» (Bce
3anyLeHHble npoueccbl He OyayT ocTaHoBMeHbl). BowTtu B cucTtemy MOBTOPHO
nonb3oBaTeflb He CMOXET A0 TeX Mop, Noka oH He BbyaeT pa3brnoknpoBaH B NporpamMmme.
Ana pasbnokvpoBaHnsa cpasy Bcex nonb3oBaTenen crnegyeT KIMKHYTb MO

kHonke [Pa3bnokupoBaTtb Bcex nonb3oBartenen] (Puc. 11).
3.1.3.1 YnpaBneHue naporsem nonb3oBartens

Mpn «knuke no kHonke [CmeHUTb naponb] OTKpbiBaeTcs opma
npedHasHayeHHaa [ns reHepauvMmM HOBOro naporns, MU3MEHeHWUs Mapons [OaHHOro
nonb3oBaTens, pacneyaTkm Napons AaHHOro nonb3oBatens u gobasneHnsa napons B
dann anga neyatu. [JaHHas opma He MokasblBaeT TEKyLMW Mnapofb Nnorb3oBaTens
(Pwuc. 13).
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CmeHa naponAa nonbL3oBaTenA

Mone30BEaTENL. LUSEF2
MNapone:

cVCCWaH

HMMHal 7 cumBonoe

ANaenT. [ Gykesl L yudpel L cumeons

| HOBRIA Napone || M3MEHWTE Napons |

| PacnevataTe || AofaeWTe Naponb B diain gna nedatu |

Puc. 13
Mpn knuke no kHonke [HoBbIM naponb] reHepupyeTcs HOBbLIN Naposfib Ha
OCHOBaHWW 3aaHHbIX MNapaMeTpoB — ANuHa, andgasuT. [lpu KNMKe Ha KHOIMKY
[U3ameHnTb naponb] naponb, oToOpaxaeMbl Ha doOpMe npUMeEHdeTcs Ans
BblOpaHHOro nonb3oBatens. [lpu knuke no kHonke [Pacne4yataTtb] OTKpbIBaeTCHA
AnanoroBoe OKHO Ans nedvatu gaHHoro napond. Mpu knuke no kHonke [[lo6aBuUTb
naponb B chann Ansa neyatu] TeKywun naposib U UMs NoSfib3oBaTeNs 3aHOCATCA BO

BpeMEHHbIN ¢hann, KOTopbIn 3aTeM MOXHO ByaeT pacnevaTaTb.
3.1.3.2 MpocmoTp cnucka naporsneun.

Mpn knuke no kHonke [[MpocmoTp cnucka naponeun] oTkpbiBaeTcss dopma C
cofepxaHnem danna ana nedatu naponewn. lNpu knuke no kHornke [BbiBecTn Ha
neyartb] OTKPbIBAE€TCH OuanoroBoe OKHO Ans nedaTtu davna. lNpu knuke no KHOmMke

[OuncTuTb cnucok naponen] cann ¢ naponamu ounwaetcs (Puc. 14).
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MpocMoTp cnncka nonb3oBaTenell 1 nx naponen

=]
user? UQFFZellg3dfZ
userl GMUrrlD

BHIBECTH CNMCOK HA MEYATE || OMMCTHTE CTIMCOK Naponed |

Puc. 14
3.1.4. Paspen [KL|]

Pasgen [KLW] nporpammbl npegHasHayeH Ansi pefakTMpoBaHUs MNepeyHst

KOMMOHEHTOB (MHPOPMAaLMOHHBIX pecypcoB) KOHTponsa uenoctHoctn (KL) yctpowncTts,

3anycka KL Ha ynpaBnsgembix yCTPOMCTBaxX M NpoOCMOTpa pesynbTaToB NpoBeeHHOro

KU. BHewHun B1a pasgena npuseneH Ha Puc. 15.

APM agmMmmHuctpaTtopa 6e3onacHOCTU MHpOpMaLIUK

'd ™

YCTpoiicTea Monb3oBaTenu KL

AHTUBMDYC TecTUpoBaHWe Pe3epBHOE KONUPOBaHWe ALD KypHansl

| 3anycTUTb KOHTPONb LENOCTHOCTU |

Pe:’:‘-y]‘leaTbl KLL BLICTPLIA NOKMCK,

Ne . OaTta u Bpems
in WMMA ycTpoicTea (IP), onucaHue npoBeneHms KL, pesynuTar

1 armabiexample.com (192.168.1.10)
APM AdmuHucmpamopa besonacHocmu

22-04-2013 09:19:11
OBHapy#eHo 24 W3MEeHEeHUS

2 client example com (192.168.1.12) 23-06-2015 16:54:29
enm ALD

e OG0Hapy#eEHO 2 W3MEHEHUA

Hexuwr ki 1TALD

3 server example.com (192.168.1.11)

Cepsep ALD

23-06-2015 16:54:29
3MEHEHWH HE 0DHAPYKEHC

Puc. 15

B ocHoBHOM crincke pasgena BbIBOOATCHA TOMbKO yCTpoMcTBa U3 gomeHa ALD,

ycnewHo gobasneHHble B Kaw nporpammbl (cMm. n. 3.1.2) n pesynbtaTbl nocnegHero

KOHTPOSIS LLENOCTHOCTH ANS HUX (ecnn NpoBOAMICS).
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[ns GbicTpOro noncka ycTponcTea No ero HaseaHuw, IP-agpecy nnu onucaHuio,
crneayeT vcnonb3oBaTb Mnone ObiCTPOro noucka, pacnonoXeHHOe B BEpPXHEM NpaBoM
yrny pasgena. GunbTpauus cnmcka OCyLLECTBISIETCA aBTOMaTUYECKM NO Mepe BBoAa

TEKCTa B OaHHOe Mnorsie.

MmeHa yctponcte M ux IP-agpeca B cnucke — akTuBHbIL. [pu knuke no HUm
BbIBOAUTCA NaHenb ¢ kHonko [KomnoHeHTbI KL], kak noka3zaHo Ha Puc. 16.

1 armabi.example.com (192.168.1.10) 22-04-2015 091911

APM Admurucmpamopa 0e3onacHocmu OGHAPVKEHD 24 W3MEHEHUA

[ KowunowenTe kUL |
Puc. 16
Mpwn knuke no kHonke [KomnoHeHTbl KL|] oTKpbIBaeTCA BCAnbiBaloLLEE OKHO CO
CMUCKOM KOMMOHEHTOB (MH(POPMAaLMOHHLIX PecypcoB), K KOTOpPbIM npumeHsaetca KL

Ha cooTBeTcTBYylOLWEM ycTponctee (Puc. 17).

X

KomnoHeHTsl KL, armabi.example.com
flib/modules (W]
fetc/security ®
fetc/pam.d ®
MNib/x86_64-linux-gnu/security ®
flib/security ®
/sbin ®
fetc/fstab ()
fusr/sbin Y
variwwwipages (]
Aariwww/lib ®
fvariwwwiis ®
fvarfwwwiglobal ®
Aariwww/css o
/boot (0]

| NoBasuTs haitn unn aupexTopuio | | CoxpaHuTb |

[ |

Puc. 17
Ona ypaneHna KOMMOHEHTa crnegyeT KIAWKHYTb MO KHOMKe [&],
pacrnonararLenca cnpasa oT Hero.
[Ona pobaeneHuMs B CNMCOK HOBOrO KOMMOHEHTa, cnefyeT KAWKHYTb Mo
kHonke [[oGaBuTb thann unu aupekTopuio], nocne 4ero, nepenaa Kk Tpebyemomy

dhanny unn oNpeKTopumn, KINKHYTb Mo COOTBETCTBYIOLLIEN KHOMKE [ f.,;,l
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Mo OKOH4YaHWM pepakTUpoBaHMA cnucka komnoHeHToB KL Heobxogmmo
KNMUKHYTb NO KHomnke [CoxpaHuTb].

3anyck KL, npoussogntcs nyteMm Knmnka rno KHonke [3anycTUTb KOHTpPOSb
LLeNIoOCTHOCTU], pacrnofioXeHHON BBepXy pasgena, Bblbopa B OTKPbIBAKOLEMCHA OKHE
(Puc. 18) HeobxoammbIX YCTPOMUCTB U KIMKY MO KHomke [MpoaonkuTb].

Mocne 3anycka KL kHonka [3anycTUTb KOHTPONb LEeNOoCTHOCTU] CTaHOBUTCS
HeaKTMBHOW, MNoka npouecc He OyaeT 3aBeplleH, O 4Yem nporpaMmma yBeLOMUT

BCMbIBAOLWUM MHPOPMAaLMOHHBIM COOOLLIEHMEM BBEPXY 3KpaHa.

h |
X
Ob6vektsl KU
armabi.example.com (192.168.1.10)
L4 client.example.com (1592.168.1.12)
4 server.example.com (192.168.1.11)
OTMETUTE BCE  CHATS BCE OTMETKHM
| MponomsmTs
|

Puc. 18
[na npocmoTpa pesynbtatoB nocnegHero KLU (ecnv npoBoguncsa) ans
onpeaeneHHoro ycTpomcTea, HEOOXOAMMO KIMKHYTb MO COOTBETCTBYHOLLEN CCbIIKE B
rpade «[arta n spemsa nposegeHna KL, pesynbtaTt» OCHOBHOIO Cnncka pasgena.
MogpobHO O KOHTpOMNe LUenocTHoctTM — CcM. pasgen 13 gokymeHTa
«Pykosoacteo no KC3. Yactb 1» PYCB.10015-01 97 01-1.

3.1.5 Paspen [AHTUBMpYC]

Pasgen [AHTMBUpYC] nporpamMmbl NpeHasHayeH Onsa 3anycka aHTUBUMPYCHOW
NPOBEPKN Ha ynpasrsieMblX YCTPOMCTBAX M MPOCMOTPA pe3ynbTaToB e€e NpoBefdeHUus

(ecnu nposoaunace). BHewHu Bua pasgena npusegeH Ha Puc. 19.
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APM agMmmnHuctpaTtopa 6e3onacHOCTU MHpOpMaALUK JA\
e
YeTpoicTea MNone3oBaTenu KL AHTHBUPYC TecTMpoBaHKe Pe3sepBHOE KONMpOBaHWe ALD KypHansl
| 3anycTUTb aHTUBMPYCHYHD NPOBEPKY |
PesynbTaTbl @aHTMBUPYCHOW NPOBERKU BLICTPbIA MOMCK
Ne . [aTta v Bpemsa
n'n Wma yeTpoucTea (IP), onucame NpoEefeHNA NPOBEPKK, pesynbTaT
1 armabi.example.com (192.1658.1.10) 22-04-2015 20:36:25
APM Admunucmpamopa BezonacHocmu ¥Tpo3 He 0OHapYKEHT
2 client.example.com (192.168.1.12) 23-06-2015 17:30:46
Hexuld knuesm ALD YTp03 He oOHapYHEHO
3 server.example.com (192.168.1.11) 04-04-2015 19:32:53
Cepsep ALD DEHapYHEHbl 3 YIPO3b

Puc. 19

B ocHoBHOM crincke pasfena BbIBOOATCHA TOMbKO YCTpoMcTBa U3 gomeHa ALD,
ycnewHo fobaBneHHble B KA nporpaMmmbl (CM. n. 3.1.2) n pesynbTaTtbl nocnegHemn
aHTMBMPYCHOM NPOBEPKM AN HUX (eCnu npoBoaunach).

[nsa 6eICTPOro nomncka ycTponcTea No ero Ha3BaHuto, |IP-agpecy unm onucaxmio,
cnegyeT mcnonb3oBaTb norne ObICTPOro noucka, pacrnonoXeHHOe B BEPXHEM MNPaBOM
yrny pasgena. dunbTpaums Cnucka OCyLLecTBNSeTCa aBToOMaTtuyeckn no mepe BBoAa
TeKcTa B JaHHOe norne.

3anyck aHTMBMPYCHOW NPOBEPKM MPOU3BOAMTCHA MNyTEM KIMKA MO KHOMKe
[BanycTuTb aHTUBUPYCHYIO NPOBEPKY], pacnonoXeHHOW BBEPXY pasaena, Bolbopa B
oTkpbiBalowemMmcss okHe (Pwuc. 20) HeobxoguMbIX  YCTPOWCTB, YTOYHEHUA  (nipu
HeobxoaumMocTn) obnactn NPoOBEPKN — MofHaa uUnm BblOOpoOYHaAsa — U KIAUKY NO KHOMKe
[MpoponmxuTtsk].

[Mocne 3anycka aHTMBMPYCHOW NPOBEPKU KHOMKa [3anycTUTb aHTUBUPYCHYIO
npoBepKy] CTaHOBUTCA HeaKTMBHOMW, MOKa npouecc He OyaeT 3aBeplleH, O Yem

nporpammMa yBeJoMUT BCMIbIBaKOLMM UHDOPMAaLMOHHLIM COOOLLEHNEM BBEPXY 3KPaHa.
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OGbeKTbl aHTUBMPYCHOI NPOBEPKK

armabi.example.com (192.168.1.10) BelGopoyHan (]
Ld client.example.com (192.168.1.12) BriGopoyHan @
server example.com (192.168.1.11) MonHas (]

OTMETUTE BCE CHATb BLE OTMETKH

| Mpogomsus

Puc. 20
Ana yToyHeHna obnacTm npoBepkM (NepeyvHsi KOMMOHEHTOB aHTUBWUPYCHOM
NPOBEPKN) B OKHE, M300paxeHHOM Ha pwuc. 20, cnefyeTt KIMKHYTb MO KHOMKe |[ ]
HanpoOTMB COOTBETCTBYIOLLEro ycTpoucTBa. [Npy 9TOM Ha 3KpaH BbIBOAUTCHA OKHO CO
CMMCKOM (ecnn ecTb) (hpannoB WM OUPEKTOpUi, ONs KOTopbiXx TpebyeTcss npoBecTu

aHTMBMpPYCHYI0 npoBepky (Puc. 21).

KomnoHeHThI npoBepku client.example.com

/home

/mnt

@ 0o 0

fvar

| Dobaeuts haitn unm gupektopuio | | BepHYTLCA K CTIMCKY YCTPOICTE |

Puc. 21
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[na nobasneHnsa B CNUCOK HOBOrO KOMMOHEHTA crnefyeT KIMKHYTb MO KHOrMKe
[AoGaBuTb thann wnu aupekTopuio], nocne 4yero, nepengs Kk Tpedyemomy danny
NN QUPEKTOPUIO, KIMKHYTb MO COOTBETCTBYIOLLIEN KHOMKE [ .‘,i;.
[na npocmoTpa pes3ynbTaToB MOCMeAHEN aHTUBUPYCHOW NPOBEPKU (ecnu
npoBoaunack) Ana  onpefeneHHoro ycTpoucTBa, HeobXxoAuMO  KINUKHYTb MO

COOTBETCTBYWLLEN ccbinke B rpade «[ata ¥ BpemMss NpPOBEAEHUs NPOBEPKY,

pe3ynbTaT» OCHOBHOIO Cru1cka pasgena.

3.1.6. Paspen [TectupoBaHue]

Paspgen [TectupoBaHue] nporpamMmbl npeAHasHadYeHo Ond  3anycka
TectupoBaHus KC3 OC CH Ha ynpaBnsieMbix YCTPOMCTBax M NpOCMOTpa pe3yfbTaToB

ero nposefeHuns (ecnv nposoannocs). BHelwHun Bua pasgena npusedeH Ha Puc. 22.

APM agmuHucTpaTopa 6e3onacHOCTH MHopmaLnn JA\
S
YcTpoicTea Monb3oBaTtenu KL AHTUBHUpPYC TecTupoBaHue Pe3sepBHoe KonuMpoBaHue ALD HypHanb!
| 3anycTuTe TecTMpoBaHue C3M |
PesynbTaThl TecTUposaHus C3U BLICTPbIN NOUCK
Ne Oata n BpemsA

nin Wms yeTpolicTEa (IP), onucaHne npoBefeHNA TeCTUPOBaHNA,
peayneTart

1

(192.168.1.10) 22-04-2015 13:31:12
nopa Ge3onacHocmu DLIMGOK He 0GHAPYKEHO

2 client.example.com (192.168.1.12) 24-06-2015 13:10:57
Hekul knuenm ALD IHGOK He 0GHADVHEHD

3 server.example.com (192.168.1.11) 22-04-201513:31:13

Ceanaan A
Cepsep ALD LIk HE O (=

Puc. 22

B ocHoBHOM crincke pasgena BbIBOAATCHA TOMbKO yCTpoMcTBa U3 gomeHa ALD,
ycnewHo gobaBneHHble B Kaw nporpammbl (cMm. n. 3.1.2) n pesynbtatbl nocnegHero
TECTUPOBaHUS ANSA HUX (ecnn NPOBOAMIOCH).

[nsa 6eICTPOro nomncka ycTponcTea No ero HasBaHuio, IP-agpecy unu onucaxuio,
cnegyeT mcnonb3oBaTb norne ObICTPOro noucka, pacrnonoXeHHOe B BEPXHEM NpPaBOM
yrny pasgena. dunbTpaums Cnucka OCyLLecTBNSETCA aBToOMaTtuyeckn no mepe BBoAa
TeKcTa B JaHHOe norne.

3anyck TeCTUpOBaHUS MNPOU3BOAUTCA MyTEM KrvMKa MO KHornke [3anycTuTtb
TectupoBaHme C3WU], pacnonoxeHHoW BBepxy pasgena, Bblbopa B OTKpblBalOLLEMCS

okHe (Puc. 23) Heob6Xx0aNMbIX YCTPONCTB M KNKKY MO KHomMke [MpoaomkuTb).
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Mocne 3anycka TecTupoBaHMs KHomnka [3anycTutb TectupoBaHue C3U]
CT@HOBUTCS HEaKTMBHOW, MOKa npouecc He OyadeT 3aBepLueH, O 4em nporpamma

yBEOOMUT BCMNJ1bIBAKOLLNM VIH(*)OpMaLl,I/IOHHbIM coobLeHnem BBEPXY 3KpaHa.

X
Obbektol KL

armabi.example.com (192.168.1.10)
¥ clientexample com (192 168.1.12)

Ld server.example.com (192.168.1.11)

OTMeTUTL BCE&  CHATL BCE OTMETKM

| Mpogomwus

Puc. 23
[na npocmoTpa pe3ynbTaToB NOCMEeAHEro TeCTUMPOBaHUSA (€Cnn NPOBOAMIIOCH)
ANs onpeaeneHHoro yCTponcTea, Heo6xoauMOo KIMMKHYTb NO COOTBETCTBYHIOLLEN CCbISIKE
B rpadpe «[Jata u Bpemsa npoBefeHUs TECTUPOBaHMSA, pe3ynbTaT» OCHOBHOIO CMMCKa
pasgena.
MogpobHo o Tectax KC3 — cm. aokymeHT «PykoBoactBo no KC3. Yactb 2»
PYCB.10015-01 97 01-2.

3.1.7. Paspen [Pe3epBHOe konupoBaHue ALD]

Pasgen [Pe3epBHoe konupoBaHue ALD] nporpammbl npegHasHavyeH Onsi
CO30aHus pe3epBHbIX konuni goMeHa ALD, ux BbIrpy3km u yganenus. BHewHun sBug

pasgena npeacTtasneH Ha Puc. 24.
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APM agMmmnHuctpaTtopa 6e3onacHOCTU MHpOpMaLUK N

—

s Y

PesepBHoe KonMpoBaH1e ALD KypHansl

YeTpoidcTea Monb30BaTENM KUy AHTMBMpYC TecTMpoBaHue

| C034aTh Pe3epBHYI0 KOMMo ALD |

PesepeHele konun ALD

Ne OaTta u Bpemsa

n/A CO3AaHURA pe3epEHON KONUK Pasmep nyTe K dpanny

1 24-06-2015 16:57:28 630 Kb ®
2 24-06-2015 13:27:25 G530 Ko MNvar/backups/ald/ald_backup_2015-06-24_1327 tar o
3 03-06-2015 15:17:43 620 KO Mvar/backups/ald/ald_backup_2015-06-03_1517 tar o

Puc. 24
B ocHoBHOM cnucke pasgena (ecnv pesepBHble KONUW CO34aBanvCb paHee)
BbIBOAMTCS MHOpMaUMA 0 AaTe/BpeMeHN co3gaHnsa pe3epBHbIX KOMUK, NX pasmepe,
a TaKkKe aKTMBHbIE CCbINKN AN1A cKaynBaHusa apxmBoB (rpadpa «[IyTb K danny»).
[na yoaneHus paHee co3gaHHOW pe3epBHOM Konuu ALD KNMKHUTE No KHOorke
[ ] HanpoTuB cooTBeTCTBYIOLLErO (hannia B OCHOBHOM CrMCKe pasgena.
[ns co3gaHua pe3epBHON KONnW KNUKHUTE No kHornke [Co3paTb pe3epBHYHO

konuto ALD] BBepxy pasgena.

3.1.8. Paspen [XKypHanbl]

Pasgen [X)KypHanbl] nporpammbl npegHa3HaveH 4nsa apXMBMPOBaHUS TEKYLLEro
XypHana peructpauum OSSEC, ero o4MCcTKY, a TaKxe ynpasneHnus paHee co3gaHHbIMU
apxvBamMu (MX NpocMoOTp W ypaaneHwe). BHewHun Bua pasgena npeacTaBneH Ha
Puc. 25.

APM agmuHucTpaTopa 6esonacHoCTWU MHpopmaLum jal
YCTPONCTER Mone30BaTENK KL AHTHBHMYT TECTMPOBEHWE PE3EPEHOE KONHPOERHKE ALD HypHans!
OnA aaTc 10-08-2016 12:13:25 no 10-12-2016 10:13:25 ADXMBMNOBATE TEKYLMA KyPHAN | | Q4MCTMTE BECH TERYLWIA KypHAN |

ApXuBbI YypHaNos

He Hata n Bpems Pasmep MyTe k hainy

nn CO3AAHUA aPXMBA (Ha cepBepe OSSEC — abi.test.ru)
1 06-10-2016 16:13:24 174 GanT Mvarfossecidogsialerts/2016/Octiossec-alerts-06 log. 161323 .02 ®
2 06-10-2016 12:50:49 174 BadT Marfossec/ogsfalerts/2016/0ct/ossec-alerts-06 100, 125048.07 ®
APM ABV BEpCHA 1.7 HacThoikr

Puc. 25
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B ocHoBHOM cnucke pasgena (ecnv apxmBbl XXypHana co3gaBanncb paHee)
BbIBOOUTCSH MHOPpMaLMA O JaTe/BpeMeHn co3faHusa apXmMBOB, X pasmepe, a Takke
aKTUBHbIE CCbINIKN AN NpocMoTpa apxmBoB (rpadpa «l1yTb K dpanny»).

Ona ypaneHna paHee CO30aHHOTO apxvBa XXypHana KAMKHUTE MO KHOMKe
[ ﬂ ] HanpoTMB cooTBETCTBYIOLLErO (hanna B OCHOBHOM CnUCKe pa3gena.

[na co3gaHvs apxmBa TeKyLLero XypHana BBeguTe HadalnbHble U KOHEYHble
aaty u Bpemsi ons unbTpauun cobblTUM U KNUKHUTE MO KHOMke [ApXMBUpOBaTb
TEKYLMW XXypHan] BBepxy pasgena.

Ana o4nCTKM TeKyllero XypHana KIuKHUTE Mo KHonke [OuucTuTb Becb
TEKYLMW XXypHan] BBepxy pasgena.

MpumeyaHune: DakT OYMCTKM XKypHana, BKMYasa gaTy U BPEMS OYUCTKW,
dukcupyeTtcs B Tekywem xypHane OSSEC.

MoapobHO 0 cpeacTBax LeHTpanu3oBaHHOroO npotokonmpoBaHuss OC CH — cwm.
pasfgen 15 OOKyMeHTa «PykoBoacTBo agMuHUCTparTopa. Yactb 1»
PYCB.10015-01 95 01-1.

3.1.9. NMNonb3oBaTeNnbCKMe HACTPOMKM NPOrpaMmbI

[Ana nepexoga B pasgen HacTpoek nporpamMbl HEOOXOAWMO KIMKHYTb MO
ccbinike [HacTponkun] BHU3Y cTpaHuubl (OCTYNHO M3 nboro pasgena nporpaMmmbl) —
Puc. 26.

{ J

APM AEM eepcma 11 Hactpoitkn

Puc. 26
BHewHun Bug pasgena npeacrtasneH Ha Puc. 27.
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APM agMWHWCTpaTopa 5e30nacHoCcTH MHbopMaLuin

YeTpode Ba MoneInsatenm KL AnTHoRpyC TecTpoBaHne Pesepanoe irmpotine ALD Hypesane
HacTpoiku

MR cepocpa ALD seTver example com

WMA cepeepa OSSEC SETVer example com

WMA NGMLI0BATENS 1 ABM melkay
Maponk NONB3ORATENA APM ABM  cccessssaes

Hasanuuas gupesiopns S5H

KPAHEHIE PRALPEMLI KONWA ALLT | yarbackups/ald

XpaHeHne noros KL var/wewmpilogsic
Kpamchie noros ABC warfwwwilmpllogsdav
XPAHEHIe NOMGR TECTOR AWM PIngETessr

MHTEPSAN NpOBEPKH NPOLECCOR. | 30

Kion-go sanwcedd wa crpanige 15

DOPMAT JATHVBPEMEHN 04-08-201503.47.45

Bpemennan joua Bonrorpan, Kpackonap, MOCKEa, CaHKT-MeTeplypr. Cesactom: v
Coxparmie POONCATY HACTDOAI0N 00 YHONUAHNG

Puc. 27
Pasgen «Hactpouku» nosBonsetr wu3MeHATb cregywowue  napameTpbl

nporpamMMbl:

nma cepeepa ALD;

nwvs cepsepa OSSEC,;

nmsa nonb3osartena APM ABU;

naponb none3oBatens APM ABW;

HavanbHaga gupektopmusa SSH (anpekTopus, CNNCoK hannos U NOSAMPEKTOPUIA
KoTopon ©OyayT BbIBOAUTCA MO YMOSYaHWUIO MNPU  OTKPbITUM CNUCKOB (OansnoB W
OVPEKTOPUI Ha ynpaBnsieMblX YCTPONCTBaXx);

- XpaHeHue pe3epBHbIX konun ALD (gupektopus Ha APM ABW, B koTopom
ByayT XpaHUTbCA pe3epBHble konuu ALD);

- xpaHeHue noros KL, (gupektopms Ha APM ABW, B koTopon ByayT XxpaHuTbCs
peaynbTtatbl KL);

- xpaHeHue noros ABC (amnpektopus Ha APM ABW, B kKoTopon ByayT XpaHUTbCA
pesynbTaTbl aHTUBUPYCHOW NPOBEPKN);

- XpaHeHne noroB TecTtoB (aumpektopua Ha APM ABW, B koTopon Oyayt
XpaHuTbCs pesynbtaTbl TectupoBaHna KC3 OC CH);

- UHTepBan nNpPOBEPKM MNPOLECCOB (MHTepBan B CeKyHAax, C KOTOpbIM

nporpamma npoBepsieT cTtatyc npoueccoB KL, aHTMBUpPYCHOW npoBepkun WU
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TeCTUpOBaHUA; yBenuybTe UWHTEpBan, ecnu notpebyeTca CHU3UTbL Harpysky Ha
NoKanbHyH ceTb);

- KONIMYECTBO 3anucen Ha CTpaHuue (KOnM4ecTBO OAHOBPEMEHHO BbIBOAMMbIX
3anvcen B OCHOBHbIX CMMUCKax pasgernos);

- hopmat gaTbl/BpemMeHu (aencTeyeT rnobanbHo);

- BpeMeHHasi 30Ha (aencTByeT rnobansHo).

[na Bo3BpaTa K 3aBOACKMM HaACTpoukam, KnukHute no ccbiike [[ponucaTtb

HaCTPOWKU NO yMOMn4YaHuIo].

3.1.10. XXypHan aencTBMI onepaTtopa nporpaMmmbi

B npouecce wucnonb3oBaHus nporpamMma BefeT >XypHarn BCeX 3Ha4yuMMbIX
OencTBuin onepaTopa.

[ns goctyna K XXypHany AencTBuin onepatopa HEOO6XOANMO KIMKHYTb NO KHOMKe
[ £\ ], pacnonoxeHHoii B BEPXHEM NPaBOM Yriy dKpaHa (AocTynHo 13 no6oro pasgena
nporpammsbl). Npy 3TOM B BEPXHEW YaCTM 3KpaHa OTKPOETCS BCMiblBalOLLEEe OKHO CO

CMMCKOM nocriefHux gecatn gencrsun (Puc. 28).

04-08-2015 01:39:44 Mpaeuno ayauTa oluiu AnA /var Ha armabi.example.com ycnewHo coxXpaieHo.
04-08-2015 01:39:29 MpaBuno ayanTa o:x:x Ana /opt Ha armabi.example.com ycnewHo CoXpaHeHo.
04-08-2015 01:39:10 Mpaeuno ayanTa 0:0:0 AnA /home Ha armabi.example.com yCnewHo coXpaHeHo.
04-08-2015 00:56:20 Kaw oOHoenéH. JofaeneHo 3 yeTpoicTea. Ownbok: 8.
04-08-2015 00:56:06 3anyleHo ofHOBNEHWE K3lla YNpaenaembx yCTDONCTE.
04-08-2015 00:55:27 K3 06HoBNEH. HoBbIX yCTPOMCTE He gobaeneHo. Owubok: 8.
04-08-2015 00:55:15 3anyleHo ofHOBNEHWE K3lla yNpaBnaemblx yCTDONCTE.
04-08-2015 00:46:32 Kaww oBHoBNéH. fobaeneHo 3 yeTpoicTea. Ownbok: 8.
04-08-2015 00:46:17 3anylweHo ofHOBNEHWE K3lla yNpaenaemblx yCTDONCTE.
13-07-2015 11:34:28 K3ww oGHoENéH. [fobaeneHo 3 ycTpoicTea. Ownbok: 8.
| 3akpwms | | MpocmoTpeTs ece cooblueHna |
—‘ " Hexul knuenm ALD ! YCTPOWCTBO rOTOBO K patoTe [
Puc. 28

Onsa Toro, 4TOObI MNOCMOTPETb >XypHan OEWCTBUN LENUKOM, KIMKHUTE B
OTKpPbIBLUEMCS BCMNSbIBaloOLLEM OKHe Mo kHorke [[IpocmoTpeTb BCce coobLueHus].
UToObl 3aKpbITb OKHO, KIMKHUTE MO KHOMKE [3aKpbITb] MW HaXMUTE KHOMKY

<Esc> Ha knaBuaTtype.

3.1.11. 3aBepieHune paboTbl C NporpamMmmon

[ns 3aBepweHns paboTbl ¢ nporpaMmon HeobxoaAMMO 3aKpbiTb OKHa Bpaysepa.
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NEPEYEHb COKPALLEHUA

APM AbU — aBTOMaTM3NpPOBAHHOE pabouee MECTO agMuHucTpaTtopa

6esonacHoCTM MHGOpMaLmn

KC3 — KOMMIEeKC CpeacTB 3aluThl

KL, — KOHTPOIb LIENOCTHOCTH

ny — IINCT yTBEPXOEeHNA

HXMAO — HaKoNUTenb Ha XXEeCTKOM MarHUTHOM AuCKe
o3y — onepaTUBHOE 3anoMuHatoLlee YyCTPOMUCTBO
orno — obulee nporpammHoe obecneyeHme

OoC — onepaumMoHHas cuctema

NMNC APM ABA — nporpammHOe cpeacTtBoO aBTOMaTM3MpoOBaHHOrO paboyvero mecta

agMuHUCTpaTopa 6e3onacHOCTM MHpopMaumn
noBM — NepcoHanbHas dNEeKTPOHHas BblYMCNNUTENTbHAA MallMHa
CH — crneumanbHOe Ha3HayYeHue

OCTOK — ®epepanbHaga cnyxba No TEXHUYECKOMY M AKCMOPTHOMY KOHTPOJHO
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JIncT permctpauumn nameHeHuin

nNam.

Homepa nuctoB (cTpaHuu)

Bcero

nmncToB Ne
n3ve- 3ame- nosbix | 2HHYIMDPO- | (cTpanny) [ mokymeHTa
HEHHbIX | HEHHbIX BaHHbIX B JOKYM.

Bxopawmn
Ne conpoBo-
OUTEnbHOro
OOKYM. 1
parta

Moan.

Hata
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